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1. Introduction

Using MFRX852 Evaluation Board

MFRX852 which is a single package of MIFARE SAM AV1 and MF RC523 is optimum,
secure and simple solution for secure contactless applications. NXP provides a design-in
package (see in 81.2 MFRX852 Support Package) to support the developers. This
package includes an evaluation board.

1.1 Scope
This application note addresses the developers of contactless reader using MIFARE
MFRX852 module or MIFARE SAM AV1. This document describe all the necessary
steps to install and use the SW and HW simulation and evaluation environment
1.2 MFRX852 Support Package
Table 1. Product Support Package MFRX852
Nr. |[ltem name Type Short description Ordering Information
MFRX 852 sample
1 =
(MFRX623) Hardware HLQFN48R 12NC = 935285663551
Two PCBs: contact interface _
2 |MFRX852 Eval board Hardware and RX852 board 12NC = 822264090093
Application note - Quick - . 1
3 [Start Up Guide for MFRX |Document | De5Cribing the way of using - [Document nr. 1896xx',
852 boards. ) ]
Product specification Functional specification of
4
CLRX852 Document CLRX852 Document nr. 1263xx
Product specification Functional specification of
5
RC523 Document RC523 Document nr. 1152xx
Product specification Functional specification of
® |MIFARE SAM AV1 Document |y |FARE SAM AV1L. Document nr. 1297xx,
Application note - .
7 |Feature and Hints X Document E?]itt?éﬁzlﬁir;dshmts for X Document nr. 1585xx
functionalities
Application note - .
8 |MIFARE SAM AV1 Document ,f/lelﬁtA“FrfEagth'Rtj{m Document nr. 1654xx.
Feature and hints
Application note - .
9 |Antenna Design Notes Document gé;eictrl]yfcr)r:z?\;cﬁsggsnztenna Document nr. 1739xx
for MFRX852 g
MIFARE SAM AV2 . A C APl/library, with source
10 | . !
Library Lib code in ANSI C Document nr. 1868xx
. A SW tool to evaluate
11
MIFARE discover Executable MIEARE SAM AV?2 Document nr. 1866xx
MIFARE discover user Describing the usages of
12 Manual Document | =/ B iscover Document nr. 1867xx
A demo application to
demonstrate PC/SC and
13 |TestWinSCard Application |example pre-personalization [Document nr. 1923xx
and validation scripts for
MIFARE DESFire EV1
A full day training and hands- |Can be requested
14 |Standard Customer Training on workshop for the through NXP local
training
developers contact

In addition, the functional specification of the chip (e.g. MIFARE DESFire, MIFARE
Classic) your application is targeting can be collected.

1.
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1.3 Not Included in the Package
The NXP evaluation package doesn't include

e Contact smart card reader, any contact PC/SC smart card reader can be
used.

e 5volt power supply.

AN10942 All information provided in this document is subject to legal disclaimers. © NXP B.V. 2010. All rights reserved.
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2. Installation

2.1 Preparing HW tool

The Hardware tool provided by NXP consists in one evaluation board [H_EVB6] HW tool:
Evaluation board: MFRX623DEV), one Smart Card ISO 7816 contact adapter [H_CASC],
and in one or more DESFIRE EV1 Smartcard in ID-1 format, [H_MDSC]. The three
objects are shown in the following figure 4.

Fig 1. From top to bottom: Evaluation board [H_EVBG6], Smartcard contact adapter
[H_CASC] and Mifare DESFIRE EV1 card

Please note that the jumpers’ set of the [H_CASC] should be as indicated in the following
picture

Fig 2. Figure title here
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Connect the evaluation board to the card adapter via the serial interface. The DESFIRE
Card should be put on the Contactless reader Interface of the Evaluation board. The
Contact Card adapter must be put in the contact interface of the Omnikey reader.

At the end the final set up should be as indicated in the figure 6.

Note that when inserting the [H_CASC] in the Omnikey Reader the led blinks for some
seconds.

A power supply with 3-5 DC volt output should be connected to the Power input of the
Evaluation board [H_EVB6]

The polarity from the Power Supply is indicated in figure 7.

Fig 3. Organization of all hardware

The correct polarity is indicated by the Red Led of the [H_EVB®6] turning on when the
power supply is connected (see following picture).

S —

Fig 4. Power supply interface connector polarity
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2.2 Installing the SW tool
2.2.1 TestWinScard

TestWinScard [S_TWNC] Tool is provided as ZIP file. Unzip the content in one directory
and then run the TestWinsCard.exe

@ DTestwinscard e

File Edit “iew Fawvorites 15 Help | ,'f

@ Back ~ '\_,-.J v .? /..earch = Folders v

Address Ilfj 04 TestWinScard ZI Go

| Name = | Sizel Tvpe
_'_-}DESFireE\f'lPerso_.ﬁ.ES_Exampe.ini 1 KB Configuration 5
__'}DESFireE\f'lValidation_AES_example.ini 1 KB Configuration 5
},-E'_bjTestWinscard.exe I6KE  Application

v|4] | i

Fig 5. TestWinScard

The user interface is shown in the following figure:

TestWinscard {A PC/SC demo from NXP CAS AT) _|EI 5[
‘ ( ) Establish Context |
51
2 List Headers |
e
4@ Transmit ||
S
3
71
! : ! Connect to Card 52 oad Script | ‘62 ' Run Script |
SN \ g
ATR of the connected Card: ;I
| =
L]
Disconnect Card | 72
Helease Context |
=
Fig 6. TestWinscard Graphical User Interface

This tool is showing the steps you need to implement using winscard api.

Establish context — will establish the context.

List Readers — will show the connected PC/SC readers in the field 3.

1
2
3. Click on the reader you want to use.
4

Connect to the card, if the contact [H_CASC] is inserted in the contact reader
selected in 3, the ATR will be shown.

AN10942
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Now there are two options usages of single APDU and/or script file.
Usages of single APDU:
51. Enter the C-APDU in this field.
61. Press Transmit.
71. The response of the card is shown in the field 71.
Usages of script file:

52. Load the ini file. Example ini files are included in the SW
package.

62. Run script.
72. The APDU exchange is shown in field 72.

In order to use the evaluation board you will use only the contact slot of the Card Man
Reader where you will plug in the Contact Adapter (refer to the next chapter)

MIFAREdiscover
The MIFAREdiscover [S_MDSC] tool is provided as Auto Running SETUP file.
Simply click on the EXE file and follow the instructions.

At the end on your program bar you will find the link to the Mifare Discover tool.

Fig 7. Setup File MIFARE discover and link in the Program bar after installation

After the installation Click on MIFAREdiscover icon and the following window will open
(Fig. 4) . Select OMNIKEY CardMan 5x21 O (the contact interface). Naturally the
Omnikey reader should be connected on your PC and SW driver installed as explained in
chapter 2.3.

Note: be sure there are no other program running and using the Contact IF of your
Omnikey reader.

After selecting the correct reader you will enter in the MIFARE Discover Graphic User
Interface that will be explained in detail in the following chapter with a practical example.
Hardware Tool.

Read the user manual of MIFAREdiscover Document nr. 1867xx_for detail of using it.

All information provided in this document is subject to legal disclaimers. © NXP B.V. 2010. All rights reserved.
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3. Examples

3.1 Communication flow

The communication flow with examples is explained in [D_MSC8] Document number:
1585xx, MIFARE SAM AV1 and CLRX852: features and Hints for X Functionalities.

3.2 Example using APDUs

This low level example shows the APDUs exchanges. The APDUs are defined in
[D_SAMAV1]: Document number 1297xx, MIFARE SAM AV1 functional specification.
This example will demonstrate different steps of the application.

3.2.1 Personalizing MIFARE DESFire EV1

Use the “TestWinScard” tool. Load script “DESFireEV1Perso_AES_Exampe.ini” and run
the script. The content of the script file is shown in the following figure:

Es DESFireE¥1Perso_AES_Exampe.ini - Notepad 1 = IEllll
File Edit Format Yiew Help

[1] -
sRC_Indt

Send = BOES0000

Recy = 2000

[2]

sRC_RFControl
Send = S0CFOO00020500
Recy = 9000

[3]

;I5014443-3_ActivateIdle

Send = 8026010000

Recy = 44032007042E4 9618010809000

[4]

;IS014443-4_RATS_PPS

Send = SQECQ0O00301000000
Recy = 0100000675778102800000

[5]
;ISOl4443—4_Exchan?e, used for Create application ID Aaasas, 0 is the change
key, F flexible (aTlowed all possible setting), 8-aES, 5 - nr of keys.

Send = B0ECO00006CAAAAAAADFES00
Recy = 009000
[&]

1 I5014443-4_Exchange, used for DESFire Select application command
Send = BOECO00004 5880084200
Recv = 009000

[7]

s I5014443-4_Exchange, used for create a std data f9le command file 1D 01,
communication encrypted 03, read key 1, write key 2, Read & write key 3, Chane
key 0, file size 100 bytes = 640000

send BO0ECO00008CDOL03301264000000

RECY 009000 1=

=l

The changing of the MIFARE DESFire EV1 keys is not supported by the MIFARE SAM AV1.
The changing keys have to be done using SW at personalization. For evaluation purpose, the
“DESFire FortyTwo” (a SW tool from NXP) can be used.

Fig 8. Example personalization script

The keys of the application are by default 16-byte 00s and crypto option is AES as set in
step 5 of the script file. Figure 9 shows the TestWinScard GUI after running the script.

AN10942 All information provided in this document is subject to legal disclaimers. © NXP B.V. 2010. All rights reserved.
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=
Establish Context |
List Readers |
OMNIKEY CardMan 5x21 0 Jlcansnit ||
OMNIKEY CardMan 5x21-CL 0
SCM Microsystems Inc. SDI010 Contactles:
SCM Microsystems Inc. SDI010 Smart Card
Texas Instruments SmartCardSlot D
Connectto Card | Load Script | Run Script I
ATR of the connected Card: Send = B0ECO00006CAAAAAANDFBSO0D -]
3BD718FFG1F1FE43001F036D6953414 - E’;W =anA000
D2D58CF ¥
—I Send = B0ECO0000A5AAAAAAADD
7 Recv = 009000
Disconnect Card [
Send = B0EC000008CD0103301264000000
Release Context | E‘ic‘-" = 009000

Fig 9.

After running the script

3.2.2 Downloading the Personalizing MIFARE DESFire EV1

The keys what we have in the MIFARE DESFire EV1 application, have to be downloaded
to the MIFARE SAM AV1 (MFRX852). For this purpose let's use MIFAREdiscover.
According to default setting of MFRX852, host authentication is required for downloading
the keys to MFRX852. “AuthenticateHost” command is shown in the following figure.

B MiFarEdiscover

Main

new

Menu KeyStore Window Help

¢ Profile close Profile || Logical Channel 0 =

Fig 10.

P KeyEntryManagement
P KUCEntryManagement
p DumpKeys

p Loaclnitvector

) AuthenticateHost
P IsOAuthentication

P Killauthentication

B PKI-KeyManagement
P PKI-Signatures
Offline Crypto

X-Card Activation
MIFARE Classic

MIFARE DESFire, MIFARE Ultralight
MIFARE Plus

HEBEE
Ak hhh

AuthenticateHost command

@ Diversify using ONE encryption round

€ Diversify using TWO encryption rounds

€ Us= CMAC diversification

B
Command Selection >4 X D s) A jost
[ @ MIFARE SAM AV1/AVZ B S
: x: iunfﬁu!ﬁtmn . L b
‘anagemenl
=y g ™ Diversify key ™ Use logical channel fer CMAC calculation

(% Generate sassion key
" Use secret key

Reference Key

|KeyNn: 0, A

Diversification Input

[[2300000000000000000000000000T0U0000TOUO00DOVOTD0G00000V00D

-l

HostMode

= Plain

" MAC Protection

" Full Protection (Encrypted)
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After authentication the DESFire application keys will be downloaded.

T ARE G cover s -—-——LHSSESSSSHH
Main Menu  KeyStore Window  Help
new Frofile close Frofile || Logical Charrel 0

o

= @ MIFARE SAM AVLIAVZ =y
B 4 5M Configuraticn 7 Upedats K [ Cisable Ganerate MAC [~ Disable Chiarge Kay
= 4 54M Wey Management 5 Sl
b KeyEntryM. i ¥ Il:hnurwriymc ™ Disble Ky Entry
B KUCEneryManagement 5 = Update Ke Evsable Encryption
b Dumpkeys " [ Loy = w Ugpsdate [ o B AL ™ Disable Decryption

P Loadinitvector
B suthercieatebios

= e = e e

B P KemManagement
B Il Sgnatuees Kaytie. CEX Koy WCE o ¥ v Sond version senartely [ Allow Dump Session/MIFARE Key
4 Offine Crypts I =] [ =] [ - [~ &WV12 Higher Cmdact murd, 4431 Enable Mestcnh
:_ : Km“:"::F;L":“" I~ mv2: Enable Hostauth, RVLIAVZ: Allow LackiUrks
i 4 MIFARE DESFire, MIFARE Uitralight
¥ 4 MIFARE P

= ost 1 OffineChangs I~ Allow Dump Secret

I &1 Plain Kesy Lipdate

Fig 11. SAM_ChangeKeyEntry command

The keys are taken

A: 00000000000000000000000000000000, version 0x00 (is the key right now we have
DESFire application)

B:11111111111111111111111111111111, version 0x01
C: 22222222222222222222222222222222, version 0x02

3.2.3 Validation of the DESFire EV1 Application

Use the “TestWinScard” tool. Load script “DESFireEV1Validation_AES_example.ini” and
run the script. The content of the script file is shown in the following figure:

[P\ DESFireEY1¥alidation_AES_example.ini - Notepad 3 =101 x|
File Edit Format “iew Help

Send = SOCFOOODOZO500 =]
Recw = 0000

[3]

;IS014443-3_activateldle

send = 8026010000

Recw = 44032007042E49618010803000

[4]

;IS014443-4 _RATS_FPS

Send = SO0EQOO0O00301000000
Recw = 01000006757 7ELOZE809000

[5]
;Is0l4443-4_Exchange, used for pESFire select application command
Send = BOECOO0Q045AAAAALLDD

Recw = 009000

[e]

i DESFire_authenticaterIcc
Send = S0DADQOD0303010000
Recw = 0000

[71

;DESFire_Readx read 21 bytes from file no 1 from offset O
Send = S0CZ00300BL50000B00100000015000000

Recw = 0000000000000000000000000000000000000000003000

[8]

iDESFire_write 10 bytes from file no 1 from offser ©
Send = S00300381230010000000A000001020304050607080%91000
RECw = 9000

[=]

i DESFire_Readx read 21 bytes from file no 1 from offset O
Send = 800Z00300BL50000E00100000015000000

Recw = 0102030405060708091000000000000000000000003000

4]

In the real life use key diversification.

Fig 12. Example validation script
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3.3 Example using MIFAREdiscover

MIFAREdiscover can be used to perform every command supported by MIFARE SAM
AV1 in X interface. The X functions commands (for DESFire) in the MIFAREdiscover are
shown in the following figure.

& MIFAREdiscover

Main Menu KeyStore  Window  Help

! new Profile dose Profile Logical Channel 0 -

B o A iznagemant =
FevEntryManagement
KUCEniryManagement
Dumpkeys
LoadInityector
AuthenticateHost
ISCAuthentication
Killauthentication
PEI-KeyManagement
PEI-Zignaturss
4 Offline Crypto
=] 4 ¥-Card Activation

p MFRCSZX Contro

p IS01444348-3

p IS0144248-4
| 4 MIFARE Classic
p ChangakeyMIFARE
p AuthenticateMIFARE

b i e i

E| 4 MIFARE DESFire, MIFARE Ultralightt
p ChangakeyPICC

'l Selectippiication

p H-Uitralignt
p X-DESFire Data Procassing

4 MIFARE Plus

1)
=]
=
]
Al

l4]

H

Fig 13. X-functions for MIFARE DESFire

Follow the MIFAREdiscover user manual and MIFARE SAM AV1 data sheet to perform
the commands one by one.

AN10942 All information provided in this document is subject to legal disclaimers. © NXP B.V. 2010. All rights reserved.
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5.1 Definitions

Draft — The document is a draft version only. The content is still under
internal review and subject to formal approval, which may result in
modifications or additions. NXP Semiconductors does not give any
representations or warranties as to the accuracy or completeness of
information included herein and shall have no liability for the consequences
of use of such information.

5.2 Disclaimers

Limited warranty and liability — Information in this document is believed to
be accurate and reliable. However, NXP Semiconductors does not give any
representations or warranties, expressed or implied, as to the accuracy or
completeness of such information and shall have no liability for the
consequences of use of such information.

In no event shall NXP Semiconductors be liable for any indirect, incidental,
punitive, special or consequential damages (including - without limitation -
lost profits, lost savings, business interruption, costs related to the removal
or replacement of any products or rework charges) whether or not such
damages are based on tort (including negligence), warranty, breach of
contract or any other legal theory.

Notwithstanding any damages that customer might incur for any reason
whatsoever, NXP Semiconductors’ aggregate and cumulative liability
towards customer for the products described herein shall be limited in
accordance with the Terms and conditions of commercial sale of NXP
Semiconductors.

Right to make changes — NXP Semiconductors reserves the right to make
changes to information published in this document, including without
limitation specifications and product descriptions, at any time and without
notice. This document supersedes and replaces all information supplied prior
to the publication hereof.

Suitability for use — NXP Semiconductors products are not designed,
authorized or warranted to be suitable for use in life support, life-critical or
safety-critical systems or equipment, nor in applications where failure or
malfunction of an NXP Semiconductors product can reasonably be expected
to result in personal injury, death or severe property or environmental
damage. NXP Semiconductors accepts no liability for inclusion and/or use of
NXP Semiconductors products in such equipment or applications and
therefore such inclusion and/or use is at the customer’s own risk.

Applications — Applications that are described herein for any of these
products are for illustrative purposes only. NXP Semiconductors makes no
representation or warranty that such applications will be suitable for the
specified use without further testing or modification.

Customers are responsible for the design and operation of their applications
and products using NXP Semiconductors products, and NXP
Semiconductors accepts no liability for any assistance with applications or
customer product design. It is customer’s sole responsibility to determine
whether the NXP Semiconductors product is suitable and fit for the
customer’s applications and products planned, as well as for the planned
application and use of customer’s third party customer(s). Customers should
provide appropriate design and operating safeguards to minimize the risks
associated with their applications and products.

NXP Semiconductors does not accept any liability related to any default,
damage, costs or problem which is based on any weakness or default in the
customer’s applications or products, or the application or use by customer’s
third party customer(s). Customer is responsible for doing all necessary
testing for the customer’s applications and products using NXP
Semiconductors products in order to avoid a default of the applications and

AN10942
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the products or of the application or use by customer’s third party
customer(s). NXP does not accept any liability in this respect.

Export control — This document as well as the item(s) described herein
may be subject to export control regulations. Export might require a prior
authorization from national authorities.

Evaluation products — This product is provided on an “as is” and “with all
faults” basis for evaluation purposes only. NXP Semiconductors, its affiliates
and their suppliers expressly disclaim all warranties, whether express,
implied or statutory, including but not limited to the implied warranties of non-
infringement, merchantability and fitness for a particular purpose. The entire
risk as to the quality, or arising out of the use or performance, of this product
remains with customer.

In no event shall NXP Semiconductors, its affiliates or their suppliers be
liable to customer for any special, indirect, consequential, punitive or
incidental damages (including without limitation damages for loss of
business, business interruption, loss of use, loss of data or information, and
the like) arising out the use of or inability to use the product, whether or not
based on tort (including negligence), strict liability, breach of contract, breach
of warranty or any other theory, even if advised of the possibility of such
damages.

Notwithstanding any damages that customer might incur for any reason
whatsoever (including without limitation, all damages referenced above and
all direct or general damages), the entire liability of NXP Semiconductors, its
affiliates and their suppliers and customer’s exclusive remedy for all of the
foregoing shall be limited to actual damages incurred by customer based on
reasonable reliance up to the greater of the amount actually paid by
customer for the product or five dollars (US$5.00). The foregoing limitations,
exclusions and disclaimers shall apply to the maximum extent permitted by
applicable law, even if any remedy fails of its essential purpose.

5.3 Licenses

ICs with DPA Countermeasures functionality

™

NXP ICs containing functionality
implementing countermeasures to
Differential Power Analysis and Simple
Power Analysis are produced and sold
under applicable license from
Cryptography Research, Inc.

LICENSED

DPA

COUNTERMEASURES

5.4 Trademarks

Notice: All referenced brands, product names, service names and
trademarks are property of their respective owners.

MIFARE — is a trademark of NXP B.V.

MIFARE Plus — is a trademark of NXP B.V.
MIFARE Ultralight — is a trademark of NXP B.V.
DESFire — is a trademark of NXP B.V.
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